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Abstract: A general purpose group communication partitions. In section six we compare and contrast our
protocol suite called Newtop is described. It is assumed approach with some of the best known fault-tolerant
that processes can simultaneously belong to many groupsmulticast protocols. Section seven concludes the paper.
group size could be large, and processes could be

communicating over the Internet. Asynchronous 2. Motivation

communication environment is therefore assumed where

message transmission times cannot be accurately  We are interested in a general purpose protocol suite
estimated, and the underlying network may well get that is suitable in a variety of settings. We assume that
partitioned, preventing functioning processes from processes can simultaneously belong to many groups,
communicating with each other. Newtop can provide group size could be large, and processes could be
causality preserving total order delivery to members of a communicating over the Internet. We therefore model the
group, ensuring that total order delivery is preserved for communication environment as asynchronous, where
multi-group processes. Both symmetric and asymmetric message transmission times cannot be accurately
order protocols are supported, permitting a process to useestimated, and the underlying network may well get
say symmetric version in one group and asymmetric partitioned, preventing functioning processes from

version in other. communicating with each other.

Key words: group communication, group membership, A multicast made by a process can be interrupted due

fault tolerance, network protocol, multicast protocol, to the crash of that process; this can result in some

causal order, total order. connected destinations not receiving the message. Process
crashes should ideally be handled by a fault tolerant

1. Introduction protocol in the following manner: when a process does

crash, all functioning processes must promptly observe

Many fault-tolerant distributed applications can be that crash event and agree on the order of that event
structured as one or more groups of processes thatelative to other events in the system. In an asynchronous
cooperate by multicasting messages to each other. Theenvironment this is impossible to achieve: when processes
building of such applications is considerably simplified if are prone to failures, it is impossible to guarantee that all
the members of a group have a mutually consistent viewnon-faulty processes will reach agreement in finite time
of the order in which events (such as message delivery,[8]. This impossibility stems from the inability of a
process failures) have taken place. Design and developmenprocess to distinguish slow processes from crashed ones.
of fault-tolerant group communication protocols for Asynchronous protocols can circumvent this impossibility
distributed systems satisfying certain order properties hasresult by permitting processes gaspectprocess crashes
been therefore an active area of research (e.g.,[5] and by reaching agreement only among those processes
[4][6]112][17]). We present a contribution to this area that which they do not suspect to have crashed. Despite efforts
makes use of the concept of logical clocks [10]. to minimise incorrect suspicions by processes, it is

We begin by describing the motivation behind our possible for a subgroup of mutually unsuspecting
work and describe the novel features. In section three weprocesses to wrongly agree (though rare it may be in
present the basic system model and definitions and in thepractice) on a functioning and connected process as a
fourth section we develop the main concepts bettied crashed one, leading to a 'virtual' partition. Thus, there is
total order protocol Newtop (NEWcastle Total Order always a possibility for a group of processes to partition
Protocol) by considering a static failure-free environment themselves (either due to virtual or real network
where group membership changes do not occur. We therpartitioning) into several subgroups of mutually
remove this restriction in section five and describe ways of unsuspecting processes.
making Newtop dynamic and fault-tolerant in the presence A multicast protocol that delivers messages in a
of process crashes, departures and arrivals and networlkcausality preserving total order to all functioning members



of a group is an important component of the underlying Despite this, Newtop is not complex; it offers a very
communication system. Further, like other researchers, wesimple method for dealing with multiple process groups
believe that applications will benefit if member processes and has low message space overhead (the protocol related
are permitted simultaneously to belong to multiple groups information contained in a multicast message is small). If
[4, 9]. We give an example below (another example is order is not required, Newtop can provide just atomic
given in the fuller version of this paper [7]). delivery, ensuring that all the functioning members of a
Online server migrationReplica management is a well group are delivered a multicast. In addition, Newtop
known application of total order protocols. Assume that it supports dynamic formation of new groups. This
is necessary to migrate a member of a replicated servefformation protocol exploits the fact that processes are
group to some other machine. The task is complicated permitted to belong to several groups. This in turn means
because each server replica maintains substantial amounthat there is no need for supporting an explicit facility for
of state (say several megabytes of data), but it is requiredjoining a group (as similar effect can be obtained by
that the migration process must not cause any noticeableprocesses forming a new group and exiting the previous
disruption in service or compromise availability. A ones).

possible solution will work as follows. Assume group ¢ Existing protocols do not simultaneously meet all the
(fig. 1(a)) to be the server group, angli®to be migrated.  facilities outlined above. This has motivated us to develop
A server process Pis created at the intended location. Newtop.

This process initiates the formation of a new groyp, g )

containing R, P> and itself (fig. 1 (b)). Within g, Py 3. Basic Concepts

and P use some specific protocol for updating the state of
P3 (e.g., R updates the state, but iff Fails, P> takes
over); at the same time; RAnd P remain responsive to

A group is defined as a collection of distributed
processes in which a member process communicates with
other members only by multicasting to the full

departs from g, and R departs from both gand @, member of more than one group. We assume that a
leaving @ to be the surviving group withiPand B". process execution consists of a sequence of events, each

This specific solution also suggests the possibility of event corresponding to the execution of an action by a
using multiple groups for developing a general approach process. We will adopsend(m), receivg(m) and
for performing online software upgrades in a system (e.g., delivery(m) to denote the events of sending, receiving and
replace componentoby P3). delivering a message by a processjRespectively. (We
will drop suffix i if the identity of the process executing
the action is not important.) We distinguish the event of
receivinga multicast message from the evendelivery,
since a received message may have to be delayed before
delivery in order to satisfy some ordering constraint. We
P3 92 P3 will use thehappened beforaelation [10], denoted as. ",
on sendanddelivery events in a given set of system
events. (Ifsend(m)- send(m"thenseng(m) - seng(m’)
for some R or delivery(m) —» send(m’). For simplicity,
we will denotesend(m) — send(m’asm - m.
(a) (b) We assume that_processes fai! on_Iy by (_:rashing, i.e.,
Fig. L: Multiple groups lond {0 metwork partions catsing the members o  gro
The observations concerning failures and networkt b lit int 8 i0int sub 9 ith the funci group
partitions made earlier have motivated us to develop a 0 be Spiit into disjoint subgroups, wi € functioning
membership service for Newtop that can support members in one subgroup unable to communicate with

concurrent existence of multiple subgroups, leaving it to tahsesjlrjnnecnt%rgngngteer?]?;zrsofmathﬁ]gg:resﬂ?z;%goﬁ laver
applications to decide on the eventual fate of such 9 P y

subgroups. Newtop provides causality preserving total permitting uncorrupted and sequenced message
order delivery to members of a group, and permits transmission between a sender and destination processes, if

the processes are alive and the destination processes are not

rocesses to belong to many groups, ensuring that total” ~ .
grder delivery is prgeserved )évgen fgr such prc?cesses. Itpartltloned from the sender. We assume an asynchronous

permits a multi-group process to use both symmetric andcommunlcatlon environment, so no assumption about

. o message transmission time will be made.
asymmetric total order protocols in different groups. Let G; be the set of groups Belongs to: G= {gy |

Pj O gy}. Let us consider the membership gfiR a given
group ¢, gy 0 Gj and let g be initially made up of

* It is assumed that communication level changes in
group names can be hidden from applications.



processes f Py, ... B,. When P multicasts (or delivers)  in turn requires at least a majority of processes in the
a messagen with m.g = gy, it actually does so only to group to remain operational and connected; this
(or from) those processes whichviewsas functioning ~ réauirement may not always be possible to meet.

members of g. P delivers its own messages also by View updates must satisfy certain conditions so that

executing the protocol in operation. Whea iq initiall message delivery can be 'atomic' with respect to view
9 P P : S8 y updates. In Newtop, view updates performed by processes

formed, each functioning;fnstalls an initial view \Qx,i’ of a group g satisfy the followingview consistencVC)

say, Wy | = {P1, Pp, ... B} If P is unable to  properties: o

communicate with some | PJ Vox . (this could be VC1: The sequence of views installed by any two
) ' member processes of ¢hat never crash nor suspect each

because pPhas crashed or disconnected or departed from

it install iew that d t include Pet other are identicdlalidity).
D TLSals G v v hal does ot ELR B VC2: If a P O V'y j leaves g or crashes or gets

0 . vyl . y2 . . ; ;
VE%ir Vix i Vox i Vi i be the series of viewg Ras  gisconnected fromifand if R does not crash, then Wil

thus sequentially installed over a period of tl_me, until it eventually install \Vx i such that r' > r and PO Vr'x i
crashes or leaves the group. §Note that once jHeaves (liveness) ' '

9x '.t maintains no membershlp view fok § Newtop VC3: any two member processes gf ghat never
provides each jPwith agroup-viewprocess, denoted as :
crash, deliver the same set of messages between two

GVy j, for each ¢, g, O G;. The group-view process S . . .
X! N & O L B 1he group proc consecutive views that are identical. That i§ V= V'y ;
GVy | makes judicious use of timeouts for suspecting the : i)
’ and M+l ;= V“’li O the set ofm, m.g = g,

absence of member processes; it executegm@mbership
protocol with other members of the group to reach delivered by Pand I'j’in VI, are identical. VC3 states that
agreement on these suspicions, which if confirmed lead tothe delivery of a message to the members of a group must
an update of membership view (installation of a new view) pe atomic with respect to a view update by the members.
of B for group g. This atomic property has been calladual synchronyin
In Newtop, a new view will always be a proper subset the ISIS system [4].

of the old view(s) since processes do not join the group Virtual synchrony provided by Newtop is different to
they have departed. Processes wishing to join their formerthat of 1SIS. ConsiderjPmulticastingm in view Vfy ;.

co-members do so by forming a new group. A process can g thjs event be denoted asng(m,r). Suppose that;P
take part in the formation of a new group while retaining

its existing memberships. Newtop thus eliminates the delivers m in view V' i» for some rz r; denote this
need to support an explicit facility for process joins as event agelivery(m,r'). The virtual synchrony model of
provided in current group communication protocols. ISIS guarantees r' =r. Newtop can be modified to provide
Former members creating reew group in Newtop is this closure property, but only at the necessary expense of
equivalent to the former processes of a group rejoining theperformance, by blockingendoperations when a new
same group witimewidentifiers. view is being installed (this blocking occurs in ISIS as
The Newtop membership protocol maintains view well).
consistency in the presence of (real or virtual) partitions In the presence of member crashes and departures,
by permitting a group of processes to partition themselvesNewtop has the following message delivery (MD)
into two or more sub-groups of connected processes withproperties for allm andm' multicast withm.g=m'.g=
the property that: (i) the functioning processes within any gy (in stating them the suffix x will be dropped when only
given subgroup will have identical views about the the group g is considered). We will use the notations
membership; and (ii) the views of processes belonging totg denote the sender wf.

different subgroups are guaranteed to stabilise into non- MD1 (validity): for any m and = 0: delivery(m,r)

intersecting ones. 0 m.sO VE. In words: a process will deliver a message
When a group partitions into subgroups, members of : I" -ap 9

every subgroup will consider themselves as the sole min view VI, only if the sender afis in V.

surviving members of the original (unpartitioned) group, MD2 (liveness)for any m and r>r > 0: seng(m,r)
and will not know the existence of other subgroups and [J either senfim,r) - delivery(m,r') or sengm,r) -
their memberships. Newtop leaves it to applications to departure of Pfrom g, In words: if a Psendsm in view

decide whether or not the applications should continue tOVr. then provided it continues to function as a member of
maintain more than one subgroup. This flexibility makes * !’ P

Newtop different from 'primary-partition' protocols [14, Ox. it will eventually delivemn in some view Vi, r'>.

18] that can guarantee continued group operation only MD3 (atomicity) [ P;j, Py s.t. Vi 5\/rj g\/r+1i =

when the group partitions in such a way that exactly one, r+1. . . - ; : .

subgroup can be uniquely identified as the primary. This v R delivery (m,r) deI|ver)j(m,r). This property is
equivalent to VC3.



Properties MD1 to MD3 together ensure live, atomic
delivery in the presence of dynamic membership changes.
The additional property MD4 (and its extension for
multiple groups, MD4') ensure causality preserving total
order message deliveries:

MD4 (total order, single group)d P;, P s.t. Vi =
VI OVr+L =Vt delivery(myr) — delivery(m',r) <
deliver)ﬁ(m,r) - deliverx(m‘,r); if delivery(m,r) and
delivery(m',r') occur for a given Pthenm - m'[J
delivery(m,r) - delivery(m',r’).

Newtop extends the above delivery order also for
messages multicast in different groups, ensuring a total
delivery order when the same messages are delivered to
processes that simultaneously belong to multiple groups.

Let u be a message wifing = gy andp = 0 be an integer:

MD4' (total order, multiple groups)d Pj, Pj S.t.
Vi = Vi j OVt =Vt Ovey =Py i 0
VPl =Pl s delivery(m,r) — delivery(u,0) -
deliveryﬁ(m,r) . deliverx(u,p); if delivery(m,r) and
deliveryj(u,p) occur for a given Pthenm - u [
delivery(m,r) - delivery(u,p).

For a given deliveredn', MD5 and MD5' state the
situations in which the delivery of a causally preceaent
m - m) is guaranteed by Newtop:

MD5 (causal prefix, single groupjor any m and m'
s.t. m— m' delivery(m',r') J delivery(m, r).

In words: if m'is delivered to Pin view Vr'i then
everym, m - m' and m.g=m'gjs delivered to Pin
some view Vj. (Note that MD4 implies that
delivery(m,r) - delivery(m',r).)

In extending MD5 to messages that are multicast in

different groups, we use the notatiop j%¢j to denote the
view V of a processHor gy when the eventjeoccurred
in the execution sequence ofj.PFor example,
Vy i=delivery(m,r) will be V'y ; if delivery(m,r) has
occurred andan.g= gy. Let be a message wiflng = gy
andp = 0 be an integer.

MD5' (causal prefix, multiple groupsjor any m
and u st. m- u: deliveryj(u,p) Odms O
Vm.g,i=delivery(u,p) L delivery(m)— delivery(L).

In words: if 4 is delivered to Pthen this delivery is
guaranteed to have happened after the delivery of every
m - u, that was sent by a processuinwherev is R's
view for m.gwheny is delivered to P*

Fig.2: Causal chain of messages.

Suppose that a network partition disconnegt$rém
Pj and R while mp is being multicast, and consequently
Pjand R do not receivemi. Say R and R are
functioning processes that never suspect each other, and
my is delivered to B MD3 requires thaing be delivered
to B as well. Meeting MD5' will then require any one of
the following: (a)mp is somehow retrieved and delivered
to R beforemy is delivered; (b) ifm1 cannot be retrieved
(because, say the partition is permanent) theshH®uld
be excluded from j®& view for g, beforemy is delivered
to R. In the latter case, the network failure that actually
occurredduring the multicast oy, is perceived by jRo
have happenedeforethe multicast; the total ordering of
events by Pwould indicate that P was excluded from
Pj's view of g before m1 was multicast.

The situation whereng must be delivered and any
causally precedingni cannot be retrieved, has arisen
because of multiple overlapping groups; it would not have
happened had all processes been communicating within a
single group: the irretrievable lossmi would then mean
that R, R, and Ry are disconnected from the rest, angl
becomes anrphanmessage that is "erased" off the system
(see example 1 in section 5 and [4] for more examples).
This situation can be avoided by piggybacking every
multicast with all causally preceding and unstable
messages. (A message is stable, if the process knows that
the message has been received by the intended
destinations). With piggybacking, receivinmgg will
enable P to obtainmi. Newtop does not adopt this
expensive mechanism, preferring to use option (b) above.

To explain MD5' and its importance, we will use the Consequently, it has the advantage of low message space
scenario depicted in fig. 2 which shows a causal messageverhead (which is even smaller than the overhead of ISIS

chain,m1 - mp - m3 - my, with mp andmg4 having
a common destinationj P

* Whenp.g = m.g, MD5' is implied by MD5.

vector clocks). MD5' specifies how situations such as
depicted in fig. 4 are handled in Newtop: when the process
is delivered a message, it is guaranteed that all causally
precedingm have have been deliverednifsis currently

in the process's view fon.g



Each R maintains a vector called tiReceive Vector
Total Order Delivery denoted as Ry This vector has one integer field for
every B U Vy j; this field records the counter value of the
latest message received fron. Bet Dy j denote the
minimum value in RY j: Dx j = min{RVy j[i] | Pj U
Vx,i}. As Vyxjincludes R, Dy, < LCj at any given
time. Recall that messages from a given process are sent
[ View Installation | with increasing numbers and are received in FIFO order
(transport layer assumption). Thereforg, i LCj for all
Pj U Vx,i and Ris guaranteed not to receive any new

Atomic
Delivery

[ Membership Service| [Logical Clock Systeny such thaim.c< Dy j. So R can 'safely’ deliver all received
V\ /v m, m.c< Dy j. Bearing in mind that jAis not a member
of any other group, the message delivery conditions;for P
[ Transport Layer | in gy are stated below:
Fig. 3: System architecture safel: a receivedm, m.g = gx, is deliverable ifm.c<

Fig. 3 shows the basic system architecture of Dxii;
Newtop, depicting the abstraction hierarchy. The logical safe2: deliverable messages are delivered in the non-
clock system, to be described in the next section, assignglecreasing order of their numbers; a fixed pre-determined
sequence numbers to messages and is used for messagelivery order is imposed on deliverable messages of equal
ordering(note: strictly speaking, the logical clock system number.

can be bypassed for providing just atomic delivery). The twosafety conditionsensure that the received
messages are delivered in total order provided they become
4. Newtop without failures deliverable. A received message can be guaranteed to

become deliverable, only if processes ig iVremain
lively by sending messages so thaggjbDncreases with
time. Newtop provides each process with a simple
mechanism, called théme-silencethat enables a process
to remain lively by sendingull messagesluring those
periods it is not generating computational messages. We
assume that this mechanism for a givemp@mpts P to
send a null message, if no (null or non-null) message was

To start with, we will consider only a single group, Sent by Rin the past interval of a fixed length, say,
gx = {P1, P, ..., B} and as stated above, assume that Null messages contain only protocol related information
no R, 1< i< n, ever fails or leavesyg This means that (such as number, destination group |denF|f_|ers etc.). When
e ntal membershp view of s o ana thar p 01608 s sl o ecevec e ahanced
installs no .oth(.ar view. So, if Yj _denot_es the (current) ispnot supplied for brocessiné. y:
membership view of jPat any given time, thenj = The time-silence mechanism can increase the message
VOX,i = gx. Each P maintains a logical clock (a counter) overhead of the protocol. However, such a mechanism or

denoted as LG that is used for numbering messages as in SOmMe equivalent one (such as periodic exchange of 'l am
[10]: alive' or 'synchronise' messages by processes) is essential

; . for ensuring the liveness of asymmetric total order
C.Al (Cognter Advance during sg(m)). Before protocol (e.g., see [15, 16]). Also, more importantly, it is
sendingm, P increments LE by one, and assigns the

essential for the detection of process crashes without

We first consider a static, failure-free environment
where membership changes do not occur. In such an
environment, the functionality provided by the transport
layer will be that of atomic delivery, so we need only
concentrate on the provision of total order delivery.

4.1 Symmetric total order version

incremented value to the message number fretrland, which a (synchronous or asynchronous) membership

CA2 (Counter Advance during recejifra)): When B service cannot be built (irrespective of the total order
receivesm, it sets LG = max{LC;, m.g. protocol being symmetric or asymmetric).

Based on CA1 and CA2, the following two properties We will now remove the single group assumption and
can be stated: permit R to be a member of more than one group. Let G
prl: seng(m) — seng(m’) J m.c < m'.¢ and be the set of groupsj Pelongs to: G= {gy | B O oy},
pr2: for any m, P 0 m.g: deliver}/(m) . senql(m") I |Gj| > 1. Each process in the system maintains only one

m.c < m".c LC, irrespective of the number of groups it belongs to;

further, this LC is advanced as per CAl1 and CA2

Together these two properties imply that for any | h . .
d prop d y irrespective of the group in which that process sends or

distinctm, m! send(m)- send(m'YJ m.c<m'.c[10].



receives (null or non-null) messages. Therefore the clock exactly in the same manner as multicasts do. This
properties prl and pr2 will be true for all messages in the ensures that the messages that were consecutively unicast
system. A processjnaintains a distinct receive vector by a given process will be multicast by the sequencer with

RVy j for each group gin Gj, representingn.c of the increasing message numbers. So, wheneéeives a
last m received from every jA0 Vy j. Let Dj be the multicast messagm, it will no longer receive a message

min{Dx i | 0 gx O Gi}. Then, it is only necessary to deliveredmstraightaway.

modify the delivery condition safel to: Before extending the above scheme to the case where

safel” a receivedn is deliverabléf m.c< Dj. Pj can belong to multiple groups, we will observe that
The time-silence mechanism of, Wvill operate when R is not the sequencer, it disseminates its message

: . ; m to the group members (not by a direct multicast as in
|nd”ependently. for e_achxgn Gi, r_)fromptlnlgll Pto send”a symmetric version, but) indirectly through another
null message in a given grou,gf no (null or non-null)  5r5cess When the sequencer multicastst assigns a

message was sent by iR that group g for the pastw newm.cwhich will be different from, and larger than, the
time units. This ensures thaty[p of different g in G number B assigned tam in its unicast. Pcannot know
advance independent of each other and that the value of Dthe newm.c of its ownm until it receivesm from the
increases with time, ensuring that any receiveavill sequencer. Thereforg Bbserves the following blocking
eventually become deliverable. rule when it is a member of multiple groups:
Conditionssafel'andsafe2ensure that a received Send Blocking Rule: A multi-group member process
becomes deliverable for; Bnly after an', m'.c2 m.q is Pi must delay unicasting of a message (to the

received from every R Vy j and for all g in Gj. These sequencer), until it has received (from the relevant
conditions, together with the time-silence mechanism can sequencers) all the previous, m'.g # m.g which it has
therefore cope with arbitrarily complex group structures.  unicast.
The above rule ensures that the number given Iy
4.2 Asymmetric total order version Pj (and therefore by the sequencemuf) will be larger
than the number given tm' by the sequencer oh'.g.
The asymmetric version of Newtop uses one of the That is, consecutive messages disseminated jdyn P
members of a group as a sequencer for ordering messageglifferent groups are guaranteeed to be multicast by
Though the main idea behind the protocol for single group respective sequencers with increasing numbers.
members has been known for a long time, Newtop extends | et Gi ={gy | R O gy} and |G| = 1. R does not
this idea to overlapping groups with great ease and qaintain a receive vector as it can compugg Bimply as

simplicity. Specifically, unlike [9], it does not require that the number of the last received message from the sequencer
a common sequencer be chosen for overlapping groups i Ox. It computes Pexactly as in the symmetric version,

that the sequencers of different overlapping groups . o ) ) o
coordinate their sequencing activities. Further, as we show'€ Di, = min{Dy,j | O 9Ix 0 Gi}, and uses conditions
safel'andsafe2for delivery.

in the next sub-section, Newtop permits a multi-group
member process to execute asymmetric version in one .
group and symmetric version in another group. It is necessary for only the sequencer of a group to

only to one group g (recall that in a failure-free and will ensure that the value ofjDncreases with time and

static-membership environment, each(Pgy has an  the protocol is live.

identical view \ j = Vox,i = gx). To multicast a message
m in gx, P unicasts ito a member process, called the

sequencerwhich R selects out of the processes in its We now present the generic version of Newtop for a
(current) membership view ofygising a deterministic  process Pthat can execute the symmetric protocol version
algorithm (so processes that have the same view arein one group (sayyd and the asymmetric protocol version
guaranteed to choose the same sequencer). The sequencgy another (say . Let G ={gy | B O gy} and |G| = 1.

multicasts the unicast messages it receives to all processeg;ch mixed-mode working is made possible because both
in its view in the received order ang @livers messages  hq protocols use the same message numbering scheme.
(including its own) in the order they are received from the The asymmetric blocking rule needs to be modified as
sequencer process. (A process that also happens to be thg|ows:

sequencer will logically follow the same procedure, pixed-mode Blocking Rule: A multi-group member

maintains the logical clock according to the rules CA1 and messagem, until it has received (from the relevant

CAZ2; sending and receiving of unicasts update the logical

4.3. Generic total order version



sequencers) all the previous, m'.g # m.g which it has
unicast.
In addition, B will operate the time-silence

mechanism and compute x[ for each g 0 Gj as

identify stable messagesj Phaintains a vector called
SVX,i (Stability Vector) for each yg At process R
SVX'i[j] represents the latest.ldnvalue received fromjP
If min(SVX'i) represents the minimum value in ,@M

discussed in sub-section 4.1 or 4.2, depending on whethekhen allm, m.c< min(SVy ;) will be stable. A process

symmetric or asymmetric version is being run ip o
computes Pas O = min{Dyx,j | O gx O Gj} and uses
conditionssafel'andsafe2for delivery.

5. Fault-tolerant, Dynamic Newtop

We now describe how to extend Newtop to make it
dynamic and fault-tolerant: ordering and liveness is

preserved even if membership changes occur due to

can safely discard stable messages after delivery.

5.2 Managing Group Membership

Group-view process Gy of B works as if Pis not

a member of any other group. So, we can ignore the fact
that B can be a member of more than one group, and will

describe the Gy ; of B for a given g, dropping for

(suspected) process failures, voluntary process departure§onvenience suffix x when no confusion is likely.

and new group formations. This requires every process to

GVj uses a communication primitive callegast(m)

operate the timesilence mechanism independently in everyto transmit its messaga to all GV processes ofj Pl
group in which the process is a member. This is necessaryVy j and the messages are delivered (by the transport layer)
even if simple atomic delivery of messages is sufficient, to (functioning and connected) destination GV processes in
since failures cannot be detected otherwise. As statedthe sent order. G\has afailure suspectormodule, $
earlier, Newtop provides eachj ®ith agroup-view  which monitors the liveliness of every,p# i and R O
process, denoted as GY, for each g, gy U Gj. GVy jis Vy.i. If S observes that no multicast message has been
responsible for maintaining ;B view of the group received from Pfor a periodQ >w (w = the time-
membership of g Informally, this extension has the silence timeout duration) then it suspects the crash of P
following aspects: (i) GY j uses timeouts teuspecta and notifies GY of its suspicion. In practice? should be
failure of some remote process)(Ehat does not seem to  tuned to a value that minimises the possibility of
be responding; (i) in which case Y can initiate a  unfounded suspicions. _ o
membership agreemenh R, the outcome of which is The event driven algorithm for GV given below,
that either processes agree to elimingtérdi the group ~ dropping the suffix i for all the set variables used
view, with an agreement on the last message senf,by P exclusively by GY,; these .set vanables' a.re. |.n|t'|al|sed to
or B continues to be a member andiable to retrieve ~ €MPty and a Boolean variabtensensuss initialised to
missing messages of.P false_ when the group g is formed. The_ algont_hm

In the rest of the section, in order to save space, wedescribes the steps taken by jGdhce a certain condition

will consider only the symmetric version of Newtop. The holds. The algorithm for Gi\has two components,
modifications necessary to make the mechanisms presentefnembership agreemenffor reaching agreement on
here applicable to the generic version and just for atomic Processes suspected to have failed)\aed installation
delivery are discussed in the full version of this paper [7]. The membership agreementomponent is based on the
approach used in Psync [14, 15], adapted to the context of
logical clocks.

Membership Agreement:

It is necessary to ensure that a process can alwaydi) notification {P, In} received from S suspicions :=
retrieve a missing message from another functioning suspicionsO {Py, In}; mcast(i, suspect, {g In});
member process. This in turn means that Newtop needs gjj) (j, suspect, {R, In}) receivedif Py # P, then record

mechanism that enables a process to safely discard g, suspicion {R, In} of GV; in gossip if Py = P, then
received message. To develop such a mechanism, we will’,, x J k="
discard the received message;

first define the concept ahessage stability
Message StabilityA messagen becomes stable in (i) suspicion {k, In} of G\ is recorded irgossip[J
Pj if Pj knows that all processes in the current view of (m, m.c > Inis received from p): mcast(i, refute, {R,
m.g have receiveth. In}); /* Pj has received a message frognm@mbered > In,
In Newtop (as in other published protocols), message so refute GYs suspicion of R, all receivedm of B, m.c

stability information is piggybacked on the transmitted - | can be piggybacked on the refute message */
messages. That is, when a messagen.g = g, is '

transmitted by P a fieldm.ldn (Idn: largest deliverable
message number) will have the current value gf.0ro

5.1 Message Stability




(iv) (, refute, {R,, In}) receivedJ{Py, In} LJ suspicions
suspicions := suspicions {Py, In}; recover the missing
m, m.c> In of R; mcast(i, refute, {R, In});

(v) for every {R, In}J suspicions, suspect messages
received from every qwf Fj OV-{Pk|{Pk In} O
suspicions}] failed}: detection := suspicions; suspicions
:={}; mcast(i, confirmed, detection); consensus := true;
(vi) (j, confirmed, detectic]ljl received] detectioql 0
suspicions detection := detectiqn suspicions :=
suspicions - detecti?n mcast(i, confirmed, detection);
consensus := true;

(vii) (j, confirmed, detectiql) receivedJ (P, In}J
detectioril for some Inforce S to suspect; PI*Pj has
succeeded in suspecting Bo reciprocate by suspecting P
*/

A notification from $to GV, will be of the form
{Pk, In} - indicating that  is suspected to have crashed
and In is the number of the last messag&d3 received
from P¢. GVj maintains a sesuspiciong where
notifications from § are entered. GValso multicasts a
suspecimessageéi, suspect, {R, In}) to GV processes of
all processes (including GY that are in its current
membership view ) If GV; receives confirmation that all
other unsuspected members inafso suspect each P
In} in its suspiciong, it decides to treat eachyPof
suspiciongas having failed andiHs added to a set called
failed;. Pj discards any messages received frgmaRd
GV, if either R O failed; or B, O V;. Also, once
suspicion {F, In} has been added Buspiciong GV; will
keep the messages received frognaRd G\, as pending.

If suspicion {H, In} is subsequently refuted, the pending

messages will be assumed to have been just received, an

will be handled appropriately; if, however, suspiciorg{P

In} is confirmed as a failure, then the pending messages of

Py and G\ are discarded.
Suppose that Gereceives the messagie suspect,
{Pk, In}) from GV,. If {Py, In} is already insuspicionra

unstable, so would not have been discardedjb?] Ran
therefore always piggyback.). After recovery of the
missing message, j Pnulticasts (i, refute, {R, In})
message. If G)ever receives a messafe suspect, {p
In}), it takes no action in the hope that someJ-@MI
refute that suspicion. When G\onfirms all of its
suspicions (condition (v)) or a subset of them (condition
(vi)) into agreed failure detection, it sets the Boolean
consensusto true. Functioning members that hold
identical views and do not suspect each other, will confirm
identical detectionsets in an identical order. (A proof of
this can be seen in [14].) Every agreement on a new
detectionset leads to the installation of new view that
excludes the processes in thetectionset.

View Installation:

(viii) (consensus = true)failed := {P | B O {Pk, In}O
detection}; Iy == min{ln | {Pg, In}O detection}; for
every R O faileddo instruct R to discard anyn received
from B¢ with m.c> Iny,, 0d; update_vievfailed, Inmp);
for every R O faileddo RV[K] := o; SV[K] := o; 0d;
failed := { }; consensus:=false;

The view installation component assumes the use of a
primitive update-view(F, Nwhich, upon being invoked,
will be executed asynchronously and will install a new
view before anym, m.c> N+1, is delivered to P The
algorithm is as follows:

update_view(F: set_of processes; N: integer)

{ wait until B is delivered the lasin, m.c< N; V:=
V-F; }

Absent or rejected messages from suspected processes
in the detection set prevents D from increasing beyond
Inmn and any receiveth, m > Irnmp, of any group will be

locked from delivery. Setting RV[K] := SV[K] := will

llow D to increase more thamhp and message delivery
to resume if the value of D has been stuck ginirBefore
setting RV[k] and SVI[K] to infinity, a message of a
failed R with m.c > Inmnis discarded, even though it has
been agreed thah was sent beforePfailed. This is a
safety measure, necessary to preserve MD5 (see example

GVj regards GY as yet another process that holds the 1),

same suspicion as itself; if however{An} is not in
suspicionis it records this suspicion fromy B gossig,

but suspends judgement on it pending confirmation from

its own S. If in the mean timejPreceives a message
from R with m.c> In, then GY removes {F, In} from
gossig and multicasts aefute messagdj, refute, {R,

After treating all the processes in a given set
detection as having failed "together" and ignoring their
messages wittm.c > Iny,,, GVj calls the primitive
update_viewfailed;, Inypy) to install the new view, V-
failedj, just before anym, m.c> Inp,p+1, is to be
delivered to R RV and SV are also updated to reflect the

suspecting R for In, and removes {g In} from
suspiciong; it also initiates an attempt to recover the
missing messages ofFa missingn can be piggybacked
in the refute message; by definition any missings

m.c < Inyptl, is deliveredm.swill be in the current
view for anym delivered in groupyg(MD1 is met).

Example 1:Suppose that functioning;jRnd I? hold
identical views and never permanently suspect each other.



Let B crash during the multicast af, such that only £
receivesm. Let R; deliverm (possible, if the arrival o
from B, causesnto become deliverable), multicast'
that is received by jPand R, and crash before it could
refute the suspicion {R In} for some In <m.g held by
GVj and GY. R and R will be detected together by GV
and G\ﬂ, andm', m- m', is guaranteed not to be
delivered wherm cannot be delivered.j Rnd R confirm
identical detection sets in identical order; they will execute
update_view() for identical parameter values in identical
order. This ensures that MD3, MD4 and MD4' are met.
Example 2:To see that MD5' is met, consider the
scenario depicted in fig. 1. Let 8nd R get (permanently)
partitioned from R while m1 was being multicast, and let
them not receivemq at all. Sincem1 - my, my.c >
m1.c and R cannot be delivereth4 until Dy j increases
beyondmj.c which will not happen until Ris detected to
have failed. The prolonged silence @fWill cause GY to
suspect {R, Ink} for somelnk < m1.c, and then to reach
agreement with G)/on that suspicion. |Pwill be
removed from \{ j before anym, m.c> Ing +1, is
delivered. Thus, whemg, mp - my, is being delivered
to R, my.sis guaranteed not be inpy, if mp cannot be
delivered to Pat all. So, MD5' is will not be violated.

The final example is intended to show that the
concurrent group views stabilise into non-intersecting
ones.

Example 3: Consider a groug = {Pj, PJ P« B, Pm}

in which each functioning member holds the initial view
vO0=g. Assume Pand i never suspect each other and
also, f and R never suspect each other. Let GGV,
GV and GV suspect R, for the same g, and send to
each other the suspect mess@gesuspect, {By, Inm}).
Let a network failure occur, partitioning Bnd  from

Py and R after the suspect messages of;@wd G\ have
been received by G¥and G\, but before the suspect
messages of G¥and G\ can be received by G\and
GVJ—. After four (*, suspect, {R,, Inm}) messages are

received - one from GV of each process m-\/{Pm} -
GV (also GY) will install the new view V= { Pi. B,
Pk. A} = vO. {Pm} after all receivedm, m.c< Iny,, are
delivered. (Thus, in view Q Px and R would have

delivered an identical set of non-nailthat were multicast

ing.)
GVj and GV, on the other hand will not receive any

suspect messages from {g¥nd G\{, so will not succeed
in installing the view - {Pm}; they will however start
suspecting Rand R, eventually agree and fordetection
= detectior} ={Pm, Inm} {Pk, I}, {Py, In}} =
detectiorﬁ (say) andfailed; :failedj ={Pm P R} =

failed;j (say), and will update their view toh= {Pj, B} =
vO - failed;; after all receivedn, m.c< min {Ingy,, Iny,
In}, are delivered.

The existence of intersecting concurrent views is,
however, short lived as Qvand G\ must subsequently
suspect Pand §: either by receivindi (or j), confirmed,
{Pm Pk, PI}) and executing step (vii) if the network
partition is transient, or by being notified from the local
suspector if the network partition is long lived. E¥nd
GV| will therefore eventually update their views t8 ¥
{Pk, R}. The temporary existence of intersecting
concurrent views occurred due to multiple failures - failure
of Py, and network partition - which was perceived to have
occurred 'simultaneously’ by Bnd ), and in succession

by B and R.
5.3. Group Formation

We now describe the main aspects of the group
formation protocol of Newtop. We assume that the
formation of a new group can be initiated by any process.
Selection of such a process and the names of other
processes that should belong to the group are dictated by
higher level applications; we therefore assume that a
process P (initiator) has the names of the intended
members of a new grougy,gPj must not be a member of
any g such that ¥ j = gn. The protocol given below has
the following characteristics. A two phase protocol is used
(with B as the coordinator) to form the group (steps 1-3).
If this succeeds, then a member process uses time-silence
and group view process to monitor liveliness of other
processes (step 4); the first messagesé&hds in the new
group @ is a special messagsart-group that is
multicast for reaching agreement (in step 5) on the
minimum value for message numben.) with which
application-related computational messages are to be
multicast in g,.

Stepl B sends ‘form grouprfy message to each intended
member of g, inviting them to form a group; the
message contains the process-ids of the intended members
of gn.

Step2 When a P, j # i, receives an invitation to formg

it diffuses this message to each intended membep,0f g
piggybacking its 'yes' or 'no’ decision.

Step3 A 'no' message acts as a 'vetq'sends its 'yes'
message if it receives a 'yes ' from the rest within some
time duration, else it sends a 'no'.

Step4 If a B O gn receives an 'yes' message from every
proposed member ofpg it activates the time-silence
mechanism and a process fkfor the newly-formed g

the initial view \pn,k is set to g and R\ k is initialised

to 0. The first messagexPsends in the new group is a
special messagstart-group which contains an integer



field called thestart-numberthat is set to then.c of the especially for multiple groups - than the simple approach
message. This number indicatgesPproposed minimum  of using receive vectors adopted in Newtop. Newtop is
value for message number with which application-related able to offer this advantage because it does not attempt to
computational messages are to be multicashin g precisely represent thabsenceof causal relation among
Step5 Py waits for the following condition to be satisfied ~multicasts as this is not essential for total order message
before it can send any application related, computational delivery. The net effect is that Newtop has low and
message ing receive astart-groupmessage from every p?undetq mess?ge Space 0V|?_rhe?d (the protocol I:;alatgd

NN, ; ; information contained in a multicast message is small) an
Py Inits currgnt view \ﬁk (Note that the currer.1t v!ew is relatively easy to implement even when process groups
need not be ¥,k due to view updates by G which is overlap in an arbitrary manner. Further, Newtop has the
executing in parallel; alsohs not blocked from sending  capapility, not available on any existing protocols, of
null messages infgwhen prompted by the time-silence).  supporting both symmetric and asymmetric protocols.
While Pk is waiting for the condition to become true, As explained with respect to fig. 3, virtual synchrony
Dn,k is not allowed to be modified except wheg P provided by Newtop is more flexible than that of ISIS. In
receives atart-groupmessage witlstart-numberarger this respect, Newtop has the same functionality as other
than Dy k, in which case R kis increased to the proposed modern group communication systems, such as Transis
start-number of the incoming message. Once all the and Relacs [3].

requiredstart-groupmessages are receiveg, $ets B  to The membership algorithm of Newtop is based on the
start-number-maxe the maximum ofstart-numbers approach used in Psync/Consul, adapted to the context of
proposed by all Pin view Vp k; LCk is set tostart-  logical clocks and extended to coordinate view updates

with message delivery. Our protocol maintains view

consistency in the presence of (real or virtual) partitions
by permitting a group of processes to partition themselves
into two or more sub-groups of connected processes with
the property that: (i) the functioning processes within an

protocol, suppose th_alkF?s already a member of one or give% s[,)ubgroup \(N)i” have identigcgl views about they
more groups when it is attempting to form a néW 9  membership; and (i) the views of processes belonging to
While it is waiting for the condition of step 5 to become jferent subgroups are guaranteed to stabilise into non-
true, the value of Bk is incremented cautiously so that  jntersecting ones. This makes Newtop more powerful than
Pk is not delivered anyn, m.c > start-number-maxintil many other protocols [14, 18] that can guarantee continued
that condition becomes true. Any computational messagegroup operation only when the group partitions in such a
that was multicast ingwill have m.c > start-number-  way that exactly one subgroup can be uniquely identified
max This ensures thatgFcan be delivered the messages as the primary. The membership service of Newtop is
multicast in g together with those multicast in other essentially similar in functionality to those of Transis [2],

groups, in a non-decreasing order of message numbers  the protocols of [12, 19] and Relacs [3]. Below we briefly
examine [19].

6. Comparison with Related Work In the protocol of [19], concurrent views are always
non-intersecting (considering example 3 of the previous

Psync/Consul [15, 17] is one of the best known section, the situation wherel\bkaand R intersect with
protocol suite that implements causal and symmetric total\,1 ¢ P and I? will not occur). Never-intersecting

delivery protocols; however, it has no support for multiple . . .

(overlapping) process groups. The Trans and Transigconcurrent views are guaranteed in [19] _essentlally by

family of protocols [1, 6, 12] use elegant symmetric defining a process view as a s.et of procagmatures
where a signature is a tuple: {process-id, sequence-

solutions for providing total order delivery, but are not number}. It is possible to adapt this approach in Newtop.

quite general purpose, as they rely on network level s ” o , .
broadcast communication; further, like Psync/Consul, the Let GVj replace Y by 9i = {{Pj, } | O Fj O Vi}, where
i@¥s excluded from

issue of a process belonging to multiple process groups® IS the total number of processes
has not been addressed. ISIS was the first system tdhe initial view; g=g, if Vi'=V;' for every B0. Thus, in
include support for multiple groups; however the vector the example0={{Pj, 0}, {Pj, 0}, {Pk, O}L{PI. O}L.{Pm,
clock based protocols of ISIS [4] become quite difficult 0}} for all functioning processes aj. After partitioning,

and expensive to implement for arbitrary group structures ¢.1_ q.1_¢/p . . ; ; ;
(e.g., cyclic groups, such as shown in fig. 2)). All 9i7=9j°={{Pi, 3}, {P}, 3}} which do not intersect with

previously published symmetric total order protocols 9kl=911={{Pi, 1}, {P}. 1} {Pk. 1}{PI. 1}}; after
require multicast messages to contain explicit information stabilising,8k2:3|2:{{P k.3}{P1,3}}.

about causally preceding messages, and represent the Finally, unlike other protocols, Newtop supports
received messages in a directed acyclic graph. The task otiynamic formation of new groups. The formation protocol
maintaining such a graph is much more complicated - exploits the fact that processes are permitted to belong to

number-madf start-number-maxs larger; R then starts
sending and delivering application-related computational
messages ofrg

To see the correctness of the group formation



several groups. The group formation facility is more [4] Birman, K., Schiper, A. and Stephenson, P.,"Lightweight
powerful than 'joining an existing group' facility of Causal and Atomic Group Multicast", ACM Transactions On
current protocols, as the effect of joining a group can be Computer Systems, Vol. 9, No. 3, August 1991, pp. 272-314.

in r formin new ar nd exiting th [5] Chandra, C.T. and S.Toueg, “Unreliable Failure Detectors
g?etsioﬁg (t))%/éz)socesses ° g anew group and exiting t efor Asynchronous Systems” Proc. of 10th ACM Symp. on

Principles of Dist. Comp., Montreal, , August 1991, pp. 257-
272.
[6] Dolev, D., Kramer, S. and Malki, D., "Early Delivery
Totally Ordered Multicast in Asynchronous Environment",
Newtop is a general purpose protocol suite that is Digest of Papers, FTCS-23, Toulouse, pp. 544-553, June
suitable in a variety of settings: processes can 1993.
simultaneously belong to many groups, group size could [7] Ezhilchelvan, P.E., Macedo, R. A, and Shrivastava, S. K.,
be large, and processes could be geographically widely"Newtop: A Fault-tqlerant Qroup Communication Protocol”,
separated, communicating over the Internet. It supportsBROADCAST Project deliverable report, October 1994
both symmetric and asymmetric ordering protocols, ('\‘l""é’vigggtll‘z Lrggr‘] _?;np;' SI()Comp“t'”g Science, University of
glllovgllng.sl_rpufltl-group pilrocgss. to use b(IJch. NtefWIOD .Offers [8] Fischer, M., Lynch N., and Paterson, M., "Impossibility
IS e.XI ity for a Sm‘.”‘ price. n.eW mu 'Cas, n a.glven of Distributed Consensus with One Faulty Process", J. ACM,
group is bl_ocked only_lf any mL_JItlcas'g mf_;lde ina different 35 April 1985, pp 374-382.
asymmetric group is awaiting distribution by the [9] Garcia-Molina, H., and Spauster, A., "Ordered and Reliable
sequencer. If only symmetric version is used, Newtop is Multicast Communication”, ACM Transactions On Computer
totally non-blocking on send operations. Newtop is Systems, Vol. 9, No. 3, August 1991, pp. 242-271.
however not complex, as it offers a very simple method [10] Lamport, L., "Time, clocks, and ordering of events in a
for dealing with multiple process groups and has low distributed system”, Commun. of ACM, 21, 7, July 1978, pp.

7. Concluding Remarks

message space overhead. The membership service o$>8-565.

Newtop supports concurrent existence of multiple
subgroups, leaving it to applications to decide on the
eventual fate of such subgroups. In addition, Newtop

supports dynamic formation of new groups. We have also

[11] Macedo, R. A., "Fault-tolerant Group Communication
Protocols for Asynchronous Systems", Ph. D. thesis, 1994,
University of Newcastle upon Tyne.

[12] Melliar-Smith, P. M., Moser L.E., and Agarwala, V.,
"Broadcast Protocols For Distributed Systems", IEEE

designed and implemented a flow control mechanism thatTransactions on Parallel and Distributed Systems, Vol. 1, No.
ensures that a sender process does not cause buffers tD January 1990, pp. 17-25.

overflow at any of the functioning destination processes.
The interested reader is referred to [11] for details.
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