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Abstract

With the proliferation of Web Services specifications,
the question of which of the multiplicity of technologies to
adopt arises. While sometimes the decision can be based
purely on matching requirements to protocol capabilities,
a harder consideration is whether the chosen specifica-
tions will enable wide interoperability with other systems,
or lead to an architectural dead-end. This paper presents
a risk assessment of several contemporary WS-* proto-
cols, enabling architects and developers to make sane
choices for service interoperability.

1. Introduction

Over the last few years, the commercial, e-Science,
and Grid communities have been, and continue to be, pre-
sented with a significant number of Web Services (WS)
specifications, in many cases in overlapping technology
domains or in outright competition. The early hype sur-
rounding the introduction of WS coupled with plethora of
industrially-led standardisation efforts have created a feel-
ing of fear, uncertainty and doubt (FUD) about the selec-
tion of technology for WS projects. The sheer number of
specifications and the mixed signals coming from industry
due to competing specifications leave application archi-
tects with an impression that there is no single clear vision
for Web Services technologies.

User communities have realised the importance of
Web Services for their distributed, large-scale, cross-
organisation applications. However, in many cases these
communities are not particularly interested in focusing on
the investigation of the emerging infrastructure-specific
WS technologies. The existence of stable, widely ac-
cepted, and interoperable tooling to support the underlying
infrastructure is of major importance to them, not the
middleware layer per se.

Web Services is a relatively young technology with
few true standards in place. Seemingly every month a new
specification is published, but few will actually reach sta-
ble maturity with wide industry acceptance and the bene-

fits that this brings: interoperability, tool support, user
education, and multiple vendor implementations. Given
these issues, a real problem for developers is choosing
which specifications to use in their implementations. If a
specification is chosen too early in its lifecycle, then de-
velopers may suffer from lack of tool support and instabil-
ity due to changes incurred as the specification evolves
through the standardisation process. In the worst case, a
specification may never be widely adopted, and so will
wither and die along with any deployments that chose to
support it.

Unfortunately early-adopters (e.g., Grid and e-Science
communities) have found that they cannot afford to wait
until the entire WS stack is finalised and production-
quality tooling is made available. Often decisions have to
be made to adopt emerging, but not yet stable or standard-
ised, technologies in favour of implementing equivalent
functionality from scratch!. There is, however, a certain
level of risk associated with such a decision due to the
potential interoperability, the instability of tools, and the
potential for future changes to the specification.

The questions that arise are “what are the issues that
middleware and service architects should consider when
making the decision on adopting a Web Services specifi-
cation?” and “how can the inherent risks be minimised?”
This paper does not seek to address the notion of an “ac-
ceptable level of risk” since this is domain-specific. How-
ever, this paper does propose an approach to assessing the
risk and value associated with the adoption of a particular
Web Service specification for meeting the requirements of
typical applications.

2. The Web Services stack

The Web Services stack is the conceptual architecture
which middleware developers use to contextualise the

! While we concede that the Grid community has chosen to implement
its own infrastructure in the past and continues to do so [OGSI and
WSREF refs], we believe this to be a short-lived phenomenon. We hope
this paper will play its part in avoiding such duplication of effort in fu-
ture.



various WS protocols in relation to one-another. The ca-
nonical version of this stack is presented in Figure 1.
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Figure 1. The Web Services stack (adapted from [9])

The transfer protocol for Web Services is SOAP [18].
Though it might be contentious in some communities, it is
SOAP above all else which underlies everything else in
Web Services. To reflect this, in the stack shown in Figure
1, SOAP is shown at the level of transfer protocol and
assumes there will be some (arbitrary) mechanism which
can be used to transport SOAP messages (e.g., HTTP,
SMTP, etc.).

Layered on top of SOAP are the messaging and ad-
dressing protocols (e.g., WS-Addressing, WS-Eventing,
etc.) which describe useful mechanisms and patterns for
exchanging information that higher level protocols can
use. The metadata and policy element of the stack governs
the way in which information about the protocols is de-
scribed. In particular, WSDL describes the message ex-
changes that a service is willing to participate in while a
policy may define constrains on the content of the permis-
sible messages (e.g. to support non-repudiation or en-
crypted message exchanges).

The middle layer of the stack houses the various qual-
ity-of-service protocols that underpin enterprise comput-
ing. Sometimes called the “WS-*" protocols, these speci-
fications address important aspects of dependable systems
by adding wire-level security (WS-Security), reliable
messaging (either WS-ReliableMessaging or WS-
Reliability), and transactions (WS-Atomic Transac-
tion/Business Activity, WS-Transaction Management, or
BTP) to the basic message-oriented architecture.

At the uppermost layer in the stack, we have the proc-
ess orchestration specifications like BPEL, and applica-

tions with consume Web Services, utilising the features
provided in the lower layers.

While the protocols presented here are sufficient as a
basis for the majority of applications, they are in actuality
a subset of the plethora of WS protocols that have been
proposed [5, 7-9, 15, 16].

3. Consideration when choosing Web Services
specifications

The choice of which WS specifications to adopt
should be ideally be driven by the requirements of the
problem domain at hand. Unfortunately given the state of
flux in the Web Services standards space, often architects
are forced to make educated guesses on particular proto-
cols, or to follow the lead of one or other of the emerging
camps (typically, though not exclusively, characterised as
Microsoft/IBM/BEA versus Sun/Oracle). While “stan-
dards wars” still ensue, there have been notable efforts
such as SOAP, WSDL, and WS-Security which have
achieved broad consensus across the rival factions.

However both educated guesses and technology
“brand loyalty” may be tempered by considering the sta-
bility of a given set of specifications, their market penetra-
tion, tool support, training materials, and equally impor-
tantly the collective experience that a development team
has with particular technologies. In this section we outline
the risks that we perceive as being the most significant to
WS developers.

3.1. Stability of infrastructure

Web Services specifications like SOAP 1.1 [17] and
WSDL 1.1 [19] provide the basis for the higher-level WS
infrastructure and are largely stable. Industry is investing
significant effort in defining interoperability profiles that
govern the use of these specifications (i.e., WS-
Interoperability Profile 1.0a [20]). It will take time until
similar profiles are available for the rest of the WS stack
in Figure 1.

The process of understanding all the issues with
emerging specifications and producing a standard is time
consuming and fraught with difficulty. For example, the
incubation period for a W3C or an OASIS standard can be
significant (of the order of years) and involve numerous
parties with their own motivations, interpretations, and
intents. Any development project choosing to base today’s
implementation on tomorrow’s standards is a risky propo-
sition which jeopardises interoperability or increases the
cost of maintenance.



3.2. Interoperability and adoption

To facilitate interoperability between deployed ser-
vices, it is necessary to ensure the widest adoption of a
common infrastructure. For example, the WS-I Profile
1.0a and WS-Security [13] are supported by all the major
software vendors in the WS area (e.g., Microsoft, IBM,
Sun, Oracle, etc.) and there are open source implementa-
tions [4].

There is a risk in adopting a specification for which in-
teroperability between tools from different vendors is not
certain and/or the specification itself is not widely en-
dorsed.

3.3. Composability

Problems may also arise from adopting specifications
that do not fit well with the other protocols in the Web
Services stack and the loosely-coupled framework as ad-
vocated by the service-oriented architecture style. For
example, WS-RF [14] follows a resource-oriented ap-
proach to building distributed systems and, hence, it can-
not be used without modifications or extensions to imple-
mentations of other specifications like BPEL [11].

3.4. Tooling

The existence of production quality tooling from mul-
tiple vendors and the open source community is of high
importance to building stable middleware platforms and
applications. Without such tooling the cost/benefit of de-
veloping WS-based software may be significantly reduced
and the risk of vendor lock-in increases.

3.5. Experience in building WS applications

Many existing, successful commercial and scientific
projects [1, 3, 10] have already built on top of WS-I Pro-
file 1.0a. Further, in the commercial world there are ex-
amples of web services such as those from Amazon and
Google [10] that demonstrate that even the simplest WS
specification can be used for building production quality,
business-critical services — providing access to huge
amounts of dynamically updatable data with high
throughput.

The dissemination of the experience gained from
building such services is critical to the success of any WS-
based project. The early adoption of emerging WS speci-
fications carries the danger of not having a good under-
standing of all the issues surrounding the use of the tech-

nology in production deployments, and hence both in-
creases the lead time for a project and its costs.

3.6. Documentation and Training

There is a wealth of written material on building appli-
cations from existing and stable WS technologies. Along-
side this there is already a large, trained workforce. There
is somewhat less material that covers advanced Web Ser-
vices concepts, and fewer still are the developers who are
familiar with those concepts. Thus the costs in terms of
training of deploying a higher-level WS specification in a
production environment are generally higher than building
on lower-level specifications.

4. Production vs. experimental deployments

Of course, it is important for the community to ex-
periment with new and emerging specifications such as
WS-RF and WS-CAF [12]. A “two track” approach could
be adopted where there are sufficient resources to dedicate
to such an approach, using “production” and “experimen-
tal” builds of a service. In the production track only the
stable or “low risk” versions of infrastructure and high-
level services would be adopted. All aspects of the “pro-
duction track” will have been through a rigorous stan-
dardisation and interoperability testing process with sup-
port from the wider Web Services community or a calcu-
lated risk has been taken to adopt and deploy a non-stable
technology.

Investigation of new infrastructure solutions and
proof-of-concept implementations could be run as part of
the experimental track in projects that are able to absorb
the risks associated with adopting specifications that may
be volatile, are not well supported by tooling, and may not
become standardised. This experimentation is vital in de-
termining the value of a specification before it is adopted
in production deployments. Experiences would be fed
back into any standardisation efforts that are underway in
order to steer their evolution and to the production de-
ployments.

Obviously there is a need for a framework to be put in
place for determining which specifications should be con-
sidered of low/high risk or value. Risk/value-based pro-
files of specifications could be created based on an analy-
sis of the risk/value associated with the adoption of those
specifications that will help middleware developers to
make decisions always in combination with the particular
requirements of a project/deployment.



5. Assessment methodology

Three approaches were considered for evaluating the
suitability of Web Service specifications for a production
system: stability/maturity spectrum, stability vs. function-
ality graph, and a straightforward point scoring system.

5.1. Stability/maturity spectrum

The first of the approaches uses a stability/maturity
spectrum. The stability/maturity of a specification can be
determined from its lifetime, incubation period in a stan-
dards organisation, its wide acceptance, interoperability
testing, its inclusion in one of the WS-I profiles, and so
forth. An example of a stability/maturity spectrum of
some of the current WS specifications is shown in Figure
2
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Figure 2. A spectrum for the adoption WS specifications

In the example of Figure 2, it is assumed that the sta-
bility of a specification has been determined through a
combination of factors, like “number of years since it has
been released and is used in experimental environments”,
“number of years in the standardisation process”, “support
by tooling”, “support by software vendors/open source
community”, etc.

The main drawback with this approach is that it does
not clearly illustrate the reasons a particular WS specifica-
tion occupies a specific position on the spectrum. Its main
advantage is that it provides simple means for WS appli-
cation architects to determine the relative risk/stability of
a particular WS specification in relation to others.

5.2. Functionality vs. stability
Service designers often need to find the right balance

between adopting stable WS specifications and having to
reinvent and implement functionality that is already avail-

able but in a less stable form. In such cases, it is useful to
compare the stability of specifications with the value they
offer to the system to be developed/deployed.

The fundamental WS specifications, SOAP and
WSDL, are the building blocks on top of which other
specifications are built and are both stable and provide
significant functionality. If service architects require in-
frastructure-specific functionality in the areas of transac-
tions, notification, workflow, etc., they need to judge
which of the available alternatives specifications can be
adopted or whether the functionality will be implemented
in an application-specific manner, with all the dangers that
both approaches entail.

A functionality vs. stability graph attempts to capture
the relationship between a specification’s value to the par-
ticular implementation/deployment scenario and the insta-
bility it may be introducing into the system. An example
of how WS specifications can be positioned into a func-
tionality vs. stability graph is shown in Figure 3.
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Figure 3. A functionality vs. stability graph

In the example of Figure 3, WS-Addressing is required
for the message-level addressing requirements of the sys-
tem, while BPEL, although more stable that WS-
Addressing, does not add great value in terms of function-
ality to the particular project/deployment.

5.3. A point system to determine risk/value of
adoption

A point-based system combines the two previous ap-
proaches, adding discrete values to enable direct compari-
son and allowing project-specific extensions to be intro-
duced and used during the assessment process.

A list of properties or characteristics is created and a
value between 0 and 3 is assigned to them for each of the



specifications considered for adoption. The range of val-
ues for each characteristic is the equivalent to a stabil-
ity/maturity spectrum. The value is chosen according to
Table 1.

Table 1. Points used when assessing risk

The specification with regards to a cha-
Value AR .
racteristic is considered to be of
0 “no risk”
1 “low risk”
2 “medium risk”
3 “high risk”

However, merely assigning a value for the risk associ-
ated with the adoption of a specification may not reflect
the requirements of a deployment. In many situations, the
importance of a characteristic cannot be determined
merely by its risk assessment. For example, the impor-
tance of not having to reinvent the functionality offered by
a specification or the value to the application of having
tool support by major commercial technology providers or
the open source community has to be reflected. Further-
more, the wide adoption of a specification which has yet
to be submitted to a standards body may be of greater im-
portance in a particular scenario. Hence, it is necessary to
introduce a second weighting, as shown in Table 2, for
such situations.

Table 2. Points used when assessing value

Value The specification with regards to a
characteristic is considered to be of
0 “high value”
1 “medium value”
2 “low value”
3 “no value”

Service architects can choose to determine the result-
ing risk/value of adopting a particular specification or
assess the accumulated risk/value for the all the specifica-
tions that are going to be used in the implementation of a
service. In either case, the aim is to achieve as low values
as possible.

Obviously, determining how many points a character-
istic is to be given is somewhat subjective and certainly
deployment-specific and may depend on particular de-
ployment scenarios. The relevance of a characteristic in a
given deployment scenario is itself a variable and should
also be considered and perhaps, even excluded from par-
ticular assessments.

The proposed mechanism is meant to provide direction
for service architects and is not meant as a definitive
evaluation of existing WS specifications. Therefore, val-

ues may change between assessments and/or characteris-
tics may be dropped/included according to their relevance.

6. Deriving characteristics

This paper proposes a list of potential characteristics
that can be considered and gives values to them for exist-
ing and emerging Web Services specifications. The points
represent the opinions and experiences of the authors. An
explanation of the method is given as an illustration on
how service architects could use the proposed approach
when evaluating the risk/value of WS specification adop-
tion.

6.1. Standards bodies

The most obvious characteristics that an architect may
consider during the assessment process are related to the
status of the specifications as standards or whether they
have being submitted into the standardisation process. The
main standards body are W3C and OASIS. The WS-I or-
ganisation, which is supported by all the major software
vendors, is also of great importance.

6.2. Architecture related

Unarguably, standards are of great value to any pro-
ject, especially when there are good quality tools to sup-
port them. Interoperability between deployed services is
also of great value. However, service architects may have
to take pragmatic decisions given the current landscape of
WS specifications. They may have to choose between
adopting a WS specification early vs. having to re-
implement its functionality in a project-specific manner.

In some situations making a decision like that may be
easier than others. For example, in the business process
space the OASIS BPEL specification is an obvious candi-
date for a project with relevant requirements even though
it has not been standardised yet. Of course, there is a risk
associated with its early adoption but, at least, a project
will not have to reinvent similar functionality and, as a
result, spend valuable resources. Another example is WS-
Addressing, which although has not been submitted to a
standards body has wide support, there is only one (simi-
lar) alternative, and it is supported by industry and open
source toolkits. Furthermore, there has been a long period
of hardening the specification through experimentation by
a closed group of few companies [2].

There are situations, though, where making such a de-
cision is not so obvious. For example, in the Web Services
transactions space, there are three competing approaches:



OASIS BTP, WS-Transactions Management, and WS-
Atomic Transaction with WS-Business Activity. The BTP
is a (committee-level) standard and has implementations
available, but is not widely supported by the tooling from
the big industrial software vendors. The second has been
submitted to OASIS and it is supported by Oracle, Sun,
Iona, etc. but the technical committee has not started
working on it yet because of dependencies on other speci-
fications (i.e., WS-Context and WS-Coordination Frame-
work). Furthermore, tooling support it has not been re-
leased yet. Finally, the third has not been submitted to a
standards body yet but it is supported by both Microsoft
and IBM and has been demonstrated through concept ap-
plications [6].

Service architects have a difficult choice to make if
their deployments require support for transactions. Deter-
mining the risk and value points is a difficult choice.
However, they can minimise the impact of the differences
between the available specifications by designing their
system around the concepts of transactions in a service-
oriented architecture. When the industry settles and agrees
on a single, interoperable specification, the transition will
not be as disruptive as if a project-specific solution was to
be deployed.

There are situations, however, where an even harder
architectural-specific decision needs to be made. For ex-
ample, WS-RF follows a resource-oriented conceptual
model that results in composability problems with existing
Web Services specifications (e.g., BPEL). The service
architect will have to devise characteristics for the as-
sessment that will capture the architectural differences and
the potential disruption to the whole system that may re-
sult from the failure of widespread adoption of WS-RF.

6.3. Vendor backing related

The support of one, a group, or all the vendors may be
a factor that may influence the risk/value assessment of a
specification. There may be cases where an assessment
may value the support by Microsoft and IBM for a par-
ticular specification is higher than the backing of an alter-
native by Oracle and Sun. Of course, the converse may
also stand.

Also, a particular assessment may also consider dis-
agreement between traditional partners on a specification
as a negative factor in its adoption (e.g., Microsoft and
IBM having competing specifications in the event-
ing/notification area).

6.4. Vendor/open source community tooling re-
lated

The preference towards vendor or open source com-
munity tooling (or both) may also be reflected in the
risk/value assessment of specifications. The quality of
these tools (experimental, technology previews, produc-
tion quality/stable) are factors that may influence the
evaluation process and the ultimate decision on whether a
specification should be adopted.

7. Web Services specifications risk matrix

Table 4 presents an example assessment of some of the
current Web Services specifications according to the
methodology described in this paper. The points assigned
represent the views of the authors and are not meant to be
a normative evaluation of the specifications.

For some of the characteristics in Table 4 only two of
the possible values are used: 0 or 3. For example, we give
a “no risk” value to all the specifications that are standard-
ised and a “high risk” value to the rest. Some of the speci-
fications in the latter category are already in a standardisa-
tion process, which is the reason the “specification in
standardisation process” characteristic is considered. We
have chosen to award those specifications that have been
longer in a standards body with a lower risk factor be-
cause of the increasing stability that this often suggests.
We also value the existence of industry and open source
tooling and we award production quality over experimen-
tal releases.

In the project-specific section we assume an applica-
tion that has security, notification, addressing, and busi-
ness process/service orchestration requirements. In this
particular scenario we consider the support for a specifica-
tion by both Microsoft and IBM being of great value to
our project since they are currently seen as leaders in the
WS domain and we know that our implementation plat-
forms are predominantly Microsoft and IBM; we award
value points accordingly (0: greatest value — 4: no value).

Given the assumptions we have chosen for the hypo-
thetical scenario, the summary of risk/value points for
each specification allows us to compare their relative im-
portance to the project. The results indicate that SOAP
1.1, WSDL 1.1, and UDDI are very safe to adopt. Also,
all the security-related specifications are relative risk-free.
After these specifications and given the assumptions we
have made, WS-Addressing and BPEL are the next safe
choices, falling in the “low” to “medium” risk/value cate-

gory.



The points given to all characteristics for a particular
specification are aggregated and the average is calculated.
Each specification is assigned a risk/value result accord-
ing to the values of Table 3

Table 3. Summary values

Average The specification with regards to all
characteristics is considered to be of
2.75-3.0 “high risk/no value”
2.25-2.75 “medium-high risk/no-low value”
1.75-2.25 “medium risk/low value”
1.25-1.75 “low-medium risk/medium-low value”
0.75-1.25 “low risk/medium value”
0.25-0.75 “no-low risk/medium-high value”
0-0.25 “no risk/high-value”

Of course, given different assumptions the results may
be more favourable to different specifications.

8. Conclusions and future work

As there is no central design authority (such as the role
that the OMG played for CORBA), the job of selecting
appropriate WS specifications is challenging. However for
services designed for immediate public consumption, we
note that the “safest” approach is to adopt existing, stable
Web Services specifications. Only over time as new
specifications become stable, are standardised, and be-
come widely supported by industry and the open source
community, should they incorporated and used in produc-
tion services.

We do not preclude situations where deployments
need to take calculated risks by adopting emerging speci-
fications that provide a particular quality of service in
order to avoid having to implement the offered functional-
ity from scratch. However, a balance between incorpo-
rated functionality and risk has to exist. Our proposal sim-
ply provides decision-support tool for helping to deter-
mine the right balance for a project.
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No Value

Low Risk, NR=No Risk, HV=High Value, MV=Medium Value, LV=Low Value, NV=

High Risk, MR=Medium Risk, LR

HR=



